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1
Decision/action requested

Solution updates for SQNms protection by concealment to remove editor notes in TR 33.846.
2
References

[1]
3GPP TR 33.846 Study of authentication enhancements in 5G system
3
Rationale
The following editor’s note has been captured in SA3#100 in the solution summary for solution #4.3:
Editor’s Note: It is ffs if this solution works for synchronization failure when AMF receives 5G-GUTI and decides to initiate authentication.

Observations:
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· After initial primary authentication, SQNHE at UDM and SQNMS at USIM are synchronized as shown in figure 1 (example value stored is “24”).

· When AMF receives 5G-GUTI later from UE and decides to initiate re-authentication, then AMF retrieves Authentication vector from UDM. UDM increments the SQNHE and share the same value in AKA challenge. At UE, received SQN  is accepted, as difference is within the range of ( (delta) and SQNMS is updated with received SQN.

· At this step, sync failure is not possible as UDM and UE is always synchronized.
Resolution: 

It is proposed to delete this editor's note.

Additional info (possible solution proposal in blue)
Even still if we claim sync failure can happen in above scenario, then possible solution is proposed here.

According to 24.501 clause 5.4.1.3.7 c) and d), when MAC failure occurs or non-5G authentication unacceptable, then the network will initiate an IDENTITY request message to retrieve SUCI from UE. This is to cross check if 5G-GUTI originally used in authentication challenge corresponds to the correct SUPI. 
Similar to above mentioned clause c) and d) (and even f), the same procedures can be suggested. When Synch failure happens, IDENTITY request is sent form network to UE with SUCI. USIM provides SUCI plus SQNMS to AMF. AMF forwards the same to UDM. UDM deconceals and provides SUPI to AMF for cross checking. Later with received SQNMS, new AV can be generated.

Note: Identity request to retrieve SUCI during synch failure is not existing procedure in 24.501. 
4
Detailed proposal

***** Changes to clause 6.4.3


***** Solution #4.3: SQN protection by concealment 
***** with SUPI in USIM
***** START OF CHANGES
6.4.3.5
Solution summary
The solution adds a new SUPI type in 23.003 section 2.2B. 
Encryption and decryption on ECIES consider plain text block as “SUPI and SQNms” at UE and UDM / ARPF in 33.501. 
Registration request is sent with SUPI plus SQNMS. 
Sync failure during AKA challenge sends only failure cause and no AUTS is sent to the network.

***** END OF CHANGES

